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Overview of Topics
• New and Upcoming State Privacy Laws

• Consumer Health Laws

• U.S. State AI Laws and EU A.I. Act

• State Children Privacy Laws

• Privacy At The Federal Level



The Drumbeat of 
Change in U.S. 
Privacy Laws
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US State Privacy Legislation Tracker 
2024

Since 2020, eighteen states 
have passed similar legislation​

Effective as of 2024

Effective End of 2024

Effective in 2025

Effective in 2026 

Pending

No Active Bill
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Threshold 1

•Volume of Personal Data Processing during calendar year

•No Threshold
NE, TX

•35,000+ Consumers
DE, MD, NH, RI

•50,000+ Consumers
MT

•100,000+ Consumers
CA, CO, CT, IN, IA, KY, MN, NJ, OR, UT, VA

•175,000+ Consumers
TN

Threshold 2
•Controls or Processes Personal Data of Consumers

•No Threshold
NE, TX

•10,000+ Consumers
DE, MD, NH, RI

•25,000+ Consumers
CO, CT, IN, IA, KY, MN, MT, NJ, OR, TN, UT, VA

•Percentage of Gross Revenue Derived from Selling Personal Data

•No Threshold
NE, CO, NJ, TX

•20%+ Revenue
DE, MD, RI

•25%+ Revenue
CT, MN, MT, NH, OR

•50%+ Revenue
CA, IA, IN, KY, TN, UT, VA

US State Privacy Law 
Threshold

Jurisdiction

Most state laws requires entity that either: 

(1) “conduct business in the state”; or (2) 

“produce products or services that are 

targeted to residents of this state”
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Threshold 3

• Generates at least USD 25 million in annual revenue in preceding calendar 
year (CA)



Who is Exempt?
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18

Government 
Entities

States provide entity level 
exemption.

Colorado only provides 
data level exemption

Higher 
Education

45 States provide entity 
level exemptions 

Nonprofit 
Entities

14 States provide entity level 
exemptions

States do not provide any 
exemptions or provides Entity 
Level Exemptions to specific types 
of nonprofits

Oregon only provides data level 
exemption to specific non-profits

4

Note: Area of increasing divergence 
from State-to-State

Small 
Business

3 States provide entity level 
exemptions 

Those states are 
Minnesota, Nebraska, 
and Texas



What about sector-specific Federal 
Laws?

7

• California introduced data level exemptions for GLBA, HIPAA, FERPA, FCRA, DPPA

• Fourteen states now have a combination of data level and entity level exemptions for data that 
is already subject to regulation by GLBA, HIPPA, FERPA FCRA, and DPPA

• New Jersey provide no exemption (data level or entry level) for FERPA

But…



What are your Business Obligations?

Privacy Notice
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• Written statement 

• Categories of personal information  

• Purposes for collection/use  

• Sources of personal information    

• Categories of information shared with third 
parties  

• Categories of third parties  

• How to exercise consumer rights  

• How to appeal a decision relating to a consumer 
request

• Contact details of the business/controller



What are the Consumers’ Rights?

Rights to Access, Correct, and 
Delete Data

• All states: Right to access, correct, 
and delete personal data.

• Exceptions:

• Iowa & Utah: No right to correct 
personal data.

• Indiana: Can only correct 
consumer-provided data.

• Utah: Can only delete consumer-
provided data.

Opt-Out Options Required in Most 
States

• For:

• Targeted advertisements

• Sale of data

• Profiling

• Exceptions:

• Iowa: No opt-out required for 
targeted ads and profiling.

• Utah: No opt-out required for 
profiling.

Private Right of Action

• Allowed: California.

• Not Allowed: All other states.
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Exception: Rights may exist if a child’s rights are violated.



What are Your Business 
Obligations?
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Data Collect & Process Limits
What is “adequate, relevant, and 
reasonably necessary?”

Currently 
Active

January 
2025

July 
2025

October 
2025

January 
2026

Universal Opt-Out

Sensitive Personal Information
SSN, User ID, Credit Information, 
Biometrics, GPS Location

Maryland Law (passed May 2024)

Prohibits C&P of sensitive data unless strictly 
necessary to provide or maintain a specific 
product or service requested by consumer.

Cannot Sell Sensitive Personal Information



Enforcement and Recent Decisions

State Attorneys General are Responsible for Enforcement

Texas

• 2024: $1.4B settlement with Meta for unauthorized biometric data 
capture (largest privacy-related fine in U.S. history)

• Reflects expanded enforcement tools under privacy laws

• Previous record: $390M settlement against Google (2022)

California

• June: $500K settlement with a mobile game developer for collecting 
children’s data without parental consent.

• February: $375K settlement with a food delivery platform for selling 
consumer data without notice or opt-out options.
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$390,000,000 

$1,400,000,000 

40 states vs Google, 2022

Texas vs Meta, 2024

Largest privacy-related fines brought forward by 
states, 2022 and 2024



California Invasion 
Of Privacy Act 
(CIPA)

At least 886 CIPA cases filed in California State Courts

Chat

Search Bar

Website
Tracking

CIPA was created to address 

wiretapping and eavesdropping 

concerns and has since been 

interpreted to include modern 

communication technologies 

and online tracking methods.​
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# of Cases Filed in 2024 Involving Tracking Technologies From:

398   227   72



Colorado’s “Add On” 
Privacy Bills
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Bill 24-1130 – Privacy of Individual’s Biometric 
Identifiers & Data

• Scope - amends the "Colorado Privacy Act" to add 
protections for individuals' biometric data by requiring a 
person that controls or processes one or more biometric 
identifiers

• Implementation - takes effect October 2025

Bill 24-041 – Children’s Privacy Act

• Scope - amends the "Colorado Privacy Act" to add 
enhanced protections when a minor's data is processed 
and there is a heightened risk of harm to minors

• Implementation - takes effect July 2025 and is not 
retroactive



International Data Protection Laws
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Pending Bill or Initiative 
for Data Protection Law

Comprehensive Data Protection 
Law Enacted

Data Protection Regulation 
Adopted

No Current Law or Known 
Bills/Initiatives



Consumer Health 
Law Changes
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Changes to Consumer Health Laws

• Operating in Washington or Nevada

• Targeting consumers in these states

• Includes non-residents’ CHD collected in-state

• Small Business Grace Period (Washington only): Until June 30, 2024

Scope:

• Includes:

• Health conditions, symptoms, vital signs

• Inferences from non-health data

• Location data linked to health services

• Exclusions:

• Deidentified data (but collection for deidentification is regulated)

Broad CHD Definitions

Washington’s My Health My Data Act (“MHMDA”) and Nevada’s SB 370 (“NV CHD Law”) ( 
“CHD Laws”) went into effect March 31, 2024
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Changes to CHD 
Laws

On March 31, 2024, consumer health data (“CHD”) 

laws took effect in Washington and Nevada. 

These laws define “consumer health data” much 

more broadly than HIPAA protected health 

information. 
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HIPPA MHMDA

Covered 
Entities

Medical practitioners, hospitals, 
insurance companies, and other 
organizations that deliver or 
facilitate healthcare – or maintain 
electronic health records

Any organizations that targets Washington 
consumers and collects, shares, sells, or 
processes consumer health data that is not 
otherwise covered by HIPPA or MHMDA-exempt 
law

Protected Data Information related to an individual’s 
past, present, or future mental and 
physical health, provision of 
healthcare, and past, present, or 
future payment for the provision of 
healthcare

Any information that is linked or reasonably 
linkable to a Washington consumer’s past, 
present, or future mental and physical health 
status.

Example: A consumer visits a drug 
manufacturer’s website, which collects the 
consumer’s IP address and advertising IDs. Under 

MHMDA, this could be considered consumer 
health data as it links the consumer’s personal 
information with inferred health status.

Primary 
Obligations

Entities covered by HIPPA must 
obtain authorization from 
individuals for certain uses and 
disclosures of their personal health 
information (PHI)

Entities regulated by MHMDA may not collect, 
share, or sell consumer health data without 
consent unless the collection or sharing is 
necessary to provide a service expressly 
requested by the consumer.

Private Right of 
Action?

No Yes

Source: https://www.spectrumscience.com/unraveling-the-washington-my-health-my-data-act-what-you-need-to-know.html

https://www.spectrumscience.com/unraveling-the-washington-my-health-my-data-act-what-you-need-to-know.html


AI Governance
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What is AI 
Compliance?
AI Governance – identifying AI usage within 
organization and mitigating associated risk to 
comply with existing or new laws.

 IAPP study found 70% of organizations rely on their own or 
third-party AI systems.

AI governance is a shared responsibility across an 
organization, with many different roles and 
departments involved: 

1. Executive team: Defines the AI strategy 

2. Developers: Build the AI models 

3. Users: Interact with the AI systems 

4. Legal and general counsel: Assess and mitigate legal risks 

5. Audit teams: Validate the data integrity of AI systems 

6. CFO: Oversees the financial implications 
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Phase-In of 
EU AI Act Begins in 
2025

• World’s first comprehensive AI regulation. 

• Breaks AI systems into four categories:
1. Prohibited AI: AI systems considered too dangerous and 

banned entirely. (e.g., system that manipulates people in a 
harmful way or creates biometric databases without 
permission)

2. High-Risk AI: Allowed but face heavy regulations. They 
include AI used in areas like critical infrastructure (e.g., 
power grids), education, employment (e.g., resume 
screening), law enforcement, and healthcare. 

3. Limited-Risk AI: Pose fewer risks and, therefore, have 
lighter regulations. 

4. Minimal Risk AI: Not regulated under AI Act. 

• Penalties up to €35 million or 7% of the 
organization's total worldwide annual turnover, 
whichever is higher
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States are Enacting AI Laws 

• Utah - transparency obligations when GenAI systems interact 
with customers. 

o Penalties up to $2,500-$5,000/violation.

• Colorado - regulates use of “high-risk” AI systems. Developers 
must complete annual impact assessments for AI systems that 
are considered “high-risk.” 

o Penalties up to $20,000/violation and/or injunctive relief. 

• California – requires disclosure of IP and “personal 
information” (as defined by CCPA) used to train GenAI systems 
or services. Companies must maintain detailed documentation 
and publish summaries of training data.

o No defined penalty amount.

o Provides private right of action when plaintiff has been injured and lost 
money/property
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NIST Introduced AI Management 
Framework This Past July
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Measure
Analyze, assess, and monitor AI risks & 

related impacts

Potential Generative AI Risks

1. CBRN Information or Capabilities

2. Confabulation

3. Dangerous, Violent, or Hateful Content

4. Data Privacy

5. Environmental Impacts

6. Harmful Bias or Homogenization

7. Human-AI Configuration

8. Information Integrity

9. Information Security

10. Intellectual Property

11. Obscene, Degrading, and/or Abusive Content

12. Value Chain and Component Integration

Map
Defining the context 
to frame risk related 

to an AI system

Manage
Allocating resources to 
respond to and 
manage mapped and 
measured risks

Govern
Transparent policies, 

processes, procedures, & 
practices to map, measure, 

& manage AI risks



FTC to Take a More Active 
Regulatory Approach

Targeting Monopolistic Practices Across the AI Stack

• Enforce antitrust laws across key AI infrastructure layers: 

• Such as cloud computing, chip manufacturing, and data usage.

• Promote fair competition and prevent market concentration.

Consumer Protection in Sensitive Applications:

• Ensure AI systems avoid bias, discrimination, and privacy 
violations.

• Focus on applications with significant societal impact.

Proactive Enforcement and Market Oversight: 

• Monitor partnerships, data usage, and business models in ad 
tech, generative AI, and data brokerage.

• Prevent deceptive practices and safeguard consumer interests.
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Children’s Privacy 
Laws
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New Laws and Requirements for 
Minors

Increased Restrictions on Online Access 

• New laws aim to restrict minors' access to social media and online 
platforms.

Companies must implement controls to safeguard children or 
require parental consent for access.

• Extending COPPA Protections

• Expands the 1998 Children’s Online Privacy Protection Act (COPPA) 
safeguards from children under 13 to include those aged 13–17.

Enhanced Privacy Safeguards

• Requires data privacy assessments for products, services, or features likely 
to be accessed by children under 18.

• Examples: Age-Appropriate Design Code (AADC) Acts in California and 
Maryland.
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States with laws specifically directed towards online platforms that collect and process personal data.​



Children Privacy 
Law

• Extends privacy protections to individuals under 18 years 
(beyond COPPA's under-13 threshold).

Expanded Protection 
for Older Minors: 

• Mandates companies to verify age, a requirement under 
challenge due to concerns about increased data collection 
(e.g., ongoing case in Utah).

Age Verification 
Requirements: 

•Parental Consent: Prohibits collection of personal information 
without parental consent.

•Florida Exception: No data collection permitted even with parental 
consent.

Restrictions on Data 
Collection

• Bans targeted ads aimed at children.
Prohibition of 

Targeted Advertising: 

• Prohibits profiling or using personal data in ways that could 
harm children physically or mentally.

No Profiling or 
Harmful Uses of Data

• Allows private actions against companies for harm caused 
by violations (e.g., Utah, Arkansas).

Legal Recourse for 
Violations

• Includes parent-scheduled social media breaks and daily 
time limits across devices (e.g., Utah, California).

Default Privacy 
Settings for Minors

• Prohibits deceptive design features that pressure children 
to provide additional personal information.Ban on Dark Patterns

Key Features of State Legislation
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Federal Initiatives  
COPPA 2.0 & KOSA

COPPA 2.0

• Bans collection of personal information from teens (ages 13-16 
yrs.) without their consent 

• Bans targeted advertising to children and teens.

• Creates an eraser button for parents and kids to eliminate 
personal information online

Kids Online Safety Act (KOSA)

• “Duty of care” for online platforms and requires online platforms 
to activate the most protective settings for kids by default

• Establishes a dedicated channel for teachers, parents, and others, 
to report harmful behavior

• Provides minors (younger than 13 yrs. Old) with options to protect 
their information, disable addictive product features, and opt-out 
of personalized algorithmic recommendations.
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What is going on 
at the Federal 
Level?

28



FTC Continues to Flex Its Muscles

FTC significantly ramped up its enforcement 
activities for data privacy and cybersecurity 
violations, relying on both familiar and new tactics. 

• Sensitive data triggers heightened privacy 
obligations and a default presumption again

• Expansion of “unfair” practices under Section 5 of 
the FTC Act

• Increasing actions against the use of dark pattern 
design tactics
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American Privacy Rights Act of 2024

Data Minimization and Privacy by Design: Covered 
entities are required to collect, process, and retain only 
the data necessary to provide requested services or for 
specific permitted purposes. 

Individual Rights: Right to access, correct, delete, and 
export data held by covered entities.

Sensitive Data Protections: Enhanced protection for 
health/financial, data pertaining to minors under 17 
years old

Enforcement: Federal Trade Commission (FTC); State 
Attorney Generals; private rights of action

Preemption of State Laws: would eliminate patchwork 
of state data privacy laws
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Thank you for j oining us!

Any questions? Please don’t hesitate to reach out. 
We’ l l  se nd  ar ound the se  s l ides  and  pub l ish  a  r ec or d ing  soon!

John Rondini | Co-Chair
jrondini@brookskushman.com 

James Bertino
jbertino@brookskushman.com 

Abha Fadipe
afadipe@brookskushman.com 

Muhammad Siwani
msiwani@brookskushman.com 

Zach Stasa
zstasa@brookskushman.com 

Matt Jakubowski | Co-Chair
mjakubowski@brookskushman.com 

Benjamin Stasa
bstasa@brookskushman.com 

Martin Sultana
msultana@brookskushman.com 

Brooks Kushman Cybersecurity, Privacy, and AI Practice Group
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